Mnate>xn. Onnata 6aHKOBCKOW KapTOMU OHJIAMH

Halw canT NoOKYEeH K UHTEPHET-3KBAaNPUHIY, N Bbl MoXxeTe onnaTuTb Ycnyry 6aHKOBCKOMN
kapTon Visa nnm Mastercard. MNocne nogTeepxgeHus BoibpaHHoro Toapa 1mbo ycayru
OTKPOETCSA 3alLMLEHHOE OKHO C MJIaTEXHOW CTPaHMLEen NpoLecCMHroBoro ueHTpa TipTop Pay,
rae Bam HeobxoAnMo BBeCTU gaHHble Balien 6aHKOBCKOM KapThl. 18 AOMOJHUTENbHON
ayTeHTUpMKaumm gepxxatensa KapTbl ucnosb3yeTcsa NnpoTokos 3-D Secure. Ecnm Baw
BaHK-39MUTEHT NoAgAep>XMBaET AaHHY TexHosoruto, Bel ByneTe nepeHanpaBsieHbl Ha ero cepeep
071 NPOXOXXAEeHNSA AOMOJIHUTENbHON naeHTndmnkaumm. NHhpopmaumio o npasmiax n metogax
OOMOJIHUTENbHON MAEHTU(UKALNM YTOYHANTe B baHKe, BbigaBeM Bam 6aHKOBCKYIO KapTy.

Ycnyra oHJlaiH-omniaThl OCYLLECTBISAETCA B COOTBETCTBMN C NpasuiaMmn MexxayHapoaHblX
nnaTexHblx cuctem Visa n MasterCard Ha npuHumnax cobnioneHns KoOHpAeHUNaIbHOCTU 1
6e30MacHOCTM CoBepLUEHNA naTexa, AJ19 3TOr0 NCMOJIb3YIOTCS CaMble akTyallbHble MeTOAbI
npoBepku, WrdpoBaHNa N nepepadun AaHHbIX MO 3aKPbITbIM KaHasnaMm CBA3N. BBoA AaHHbIX
6aHKOBCKOW KapTbl OCYLLECTBAAETCS B 3alLNLLEHHOM OKHE Ha NaaTexHon cTpaHuue TipTop Pay.

B nons Ha nnaTe)XHom cTpaHuue TpebyeTcs BBECTU HOMEP KapThl, UMA Bragefbla KapTbl, CPOK
0encTBmnA KapTbl, TPEX3Ha4YHbIN Kog 6e3sonacHocTn (CVV2 ana VISA nnu CVC2 gna MasterCard).
Bce Heobxoaummble faHHble 0Tobpa)keHbl Ha MOBEPXHOCTUN BAHKOBCKOWM KapThbl.

CVV2/ CVC2 — 3T0 Tpéx3Ha4yHbIN Ko 6e30macHOCTU, HaXo4AWMNCSA Ha 0B0POTHOM CTOPOHE
KapTbl.

[anee B TOM )Xe OKHe OTKpOeTCcs cTpaHuua Bawero 6aHka-amnTeHTa Ana BBoAa 3-D Secure
Kona. B cny4vae, ecnm y Bac He HaCTpoOeH cTaTu4HbIn 3-D Secure, oH 6yaeT oTrnpaB/ieH Ha Ball
HoMep TesnedoHa nocpencTsom SMS. Ecnum 3-D Secure Kof K Bam He npuwen, To cnenyet
o0bpaTunTCsa B Baw BaHK-3MUTEHT.

3-D Secure — 3To camas COBpeMeHHasa TexHonoruns obecnevyeHns 6€30NacHOCTY NaaTexxen no
KapTaM B CETU MHTepHeT. [o3BoNsAeT 04HO3HAYHO NAEHTUPULMPOBATL NOOJIMHHOCTb Aep>KaTens
KapTbl, OCYLLECTBASAOLWEro onepaunto, ¥ MaKCUMalbHO CHU3UTb PUCK MOLLUEHHMYECKMX onepaunin
rno KapTe.

I FapaHTMM Ge3sonacHoCTM

MpoueccnHroBbin LeHTp TipTop Pay 3awnuiaeT n obpabaTbiBaeT AaHHble Bawen 6aHKOBCKOMN
KapTbl Mo cTaHAapTy 6e3sonacHocTm PCI DSS 3.0. NMepenaya nHpopMaumm B NAATEXHbIN LUIO3
MPOUCXOJUT C NPUMEHeHNEM TexHosorum WwngposaHusa SSL. JanbHenwasn nepegaya
NHMOPMaLIUM NPOUCXOAMNT MO 3aKPbITbiIM BAHKOBCKUM CETAM, UMELMM HauBbICLLINN YPOBEHb
HagexHocTu. TipTop Pay He nepefaeT AaHHble Bawen KapTbl HAM U UHbIM TPeTbUM Nnuam. Ons
OOMONHNTENbHON ayTeHTUMUKaLMN gepXaTens KapTbl MCNoJb3yeTcs NnpoTokon 3-D Secure.

B cny4yae, ecnu y Bac ecTb BONpPOChHI MO COBEPLUEHHOMY MnaTexy, Bol MoxxeTe 06paTuThCAa B
cny>xby nogaepXKn KJIMEeHTOB MJaTEXXHOr0 CepBrca Mo 3J1eKTPOHHOM NoYyTe
support-kz@tiptoppay.inc.
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I Be3onacHOCTb OHJIaMH-NJIaTeXen

Mpepnoctasnsemas Bamn nepcoHanbHaa nHhopMauma (Mmsa, agpec, tenedoH, e-mail, Homep
KPeAVUTHOW KapThl) ABASETCA KOH(PUAEHLMANbHON U HE MOANEXUT pa3rialleHunto. JaHHble
Bawen KpeaAnTHOM KapThl NepefatTcs TONbKO B 3alUMPOBaHHOM BUAE U HE COXPaHATCA Ha
Hawem Web-cepBepe.

Be3onacHocTb 06paboTkn NHTepHeT-NnaTexxen rapaHTupyet TOO «TipTop Pay Kazakhstan». Bce
onepauumn c NaTeXHbIMU KapTaMu MPOUCXOAAT B COOTBETCTBMU C TpeboBaHmnamMun VISA
International, MasterCard n opyrux nnaTexHbix cuctem. MNpn nepenayve nHhopmaLnum
NCMNOJIb3YOTCA Cneunann3npoBaHHble TEXHOI0M MK 6e30MacHOCTY KapTOYHbIX OHJIaH-NaaTexen,
obpaboTka OaHHbIX BegeTcsd Ha 6€30MacHOM BbICOKOTEXHOJIOrTMYHOM CEpBEpPE MPOLLECCUHIOBOM
KoMMaHuw.

OnnaTa naaTeXXHbIMK KapTaMun be3onacHa, NMOTOMY 4TO:

* CuctemMa aBTOpM3aLMM rapaHTUPYET NMOKynaTesto, YTO NiaTeXHble PEKBU3UTDI €ro
naaTexHom KapTbl (HOMep, cpok aenctemsa, CVV2/CVC2) He nonaayT B PyKW MOLLEHHUKOB, TaK
KaK 3TV OaHHble HE XPaHATCS Ha cepBepe aBToOpPM3aLUn U HE MOTYT BbITb MOXULLEHDI.

* [MlokynaTesib BBOOUT CBOW MJlaTeXHble AaHHble HEMNOCPEeACTBEHHO B CUCTEMe aBTopuU3aumun
TipTop Pay, a He Ha calTe MHTepHeT-Mara3nHa, cefoBaTe/bHO, MNIaTeXHble PEKBU3NTDI
KapToYKW nokynatens He byayT AOCTYMHbl TPETbUM JINLLAM.
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